Lab 9: Future Crypto

1 Details
Aim: To provide a foundation in some of the up-and-coming methods in
cryptography.

A Running a local blockchain

In a previous lab we ran our blockchain on the Ropsten test network. In this tutorial, we will
run a local blockchain using ganache. We can install from:

https://trufflesuite.com/ganache/

Then download the correct version for your computer:

Remix - Ethereum IDE X How to install Ganache ¢ X € Truffle Suite - Truffle GitHub - trufflesuite/gar X + - 0O
- G 08 trufflesuite.com X w © B =
e TRUFFLE SUITE ganache-2.5.4-linux-x86_64.Applmage o
Open File
ganache-7.0.4.zip o
ganache-ganache-7.0.4.zip o

Show all downloads

Qu

run te;ts, exe'(ut.e commands, and inspect state while 'con[rolling
qarlﬂchz how the chain operates.
ONE CLICK BLOCKCHAIN | powniom

(LINUX)

Need another OS download?

G“HUB REPO Docs C)star 4112

This should download the application file into your Downloads folder. Next go to the
terminal and enter:

cd
cd Downloads
chmod a+x ganache-2.5.4-1linux-x86 64.AppImage

Then run the program:

./ganache-2.5.4-1inux-x86_ 64.AppImage

S 1s

$ ./ganache-2.5.4-1inux-x86_64.AppImag

This should run the blockchain, and now select Quick start:
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Ganache

B Ganache

CREATE A WORKSPACE

Quickstart for a one-click blockchain or create
a new workspace for advanced setup options.

6’ QUICKSTART s== NEW WORKSPACE vy
ETHEREUM L ETHEREUM

We should now have a blockchain with accounts:

Q ) ACCOUNTS

HARDFORK
MUIRGLACIER

battl ecurity coach reveal now butter ignore demand nurse van brisk shaft

ADORESS BALANCE

0x8b920a2B22F9F81d065d8717¢cf4Fc1C2397BD663 106.00 ETH

ADORESS BALANCE

0x6F45Aa0c86CODO163CF8OF6039F4FASfCO1b7ESD 100.00 ETH

® P

ADORESS BALANCE

0xa04924C61573507dd47Ae1649C2196D1409e5¢c18 100.00 ETH

)

b

ADORESS BALANCE

©x341FCB3499Bc581B3BD6C6CcfIA3F421BB9C528d8 100.00 ETH
. ADORESS BALANCE
©x973dcDbaal42D576a16A29324370954747dd9E2C  106.00 ETH

ADORESS BALANCE

6xDd6ef970b5A0Ae0038451597eAFc162C52fe479a 100.00 ETH

B Testing
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Now with remix.ethereum.org here, enter the following code:
pragma solidity 70.8.0;
contract mymath {

function sqgrt (uint x) public view returns (uint y) {
uint z = (x + 1) / 2;
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y = %x;
while (z < y) {
y = z;
z = (x / z + z) / 2;
}
}
function sqgr(uint a) public view returns (uint) {
uint ¢ = a * a;
return c;

}

function mul (uint a, uint b) public view returns (uint) {
uint ¢ = a * b;
return c;

}

function sub(uint a, uint b) public view returns (uint) {
return a - b;

}

function add(uint a, uint b) public view returns (uint) {
uint ¢ = a + b;
return c;

Ganache includes 10 accounts, and which each has 100 Eth in its account. These accounts can
then be used to perform transactions on the blockchain. The server places itself on a certain
port. In the example above, this port is TCP port 8545. This port will be used to connect from
Remix to our blockchain and deploy our smart contract. Next, we compile the smart contract:

SOLIDITY COMPILER = e @ ® Home % maths.sol X {2 scenariol.json
~0.8.0;
COMPILER

0.8.7+commit.e28d00a7 mymath {

Include nightly builds sqrt( x) - pub1
z=(x+1)/ 2;

y =x

(z =ey){

y

ide warnings

£ Compile maths.sol a - b;
}

adAl - [ TR

ContractDefinition mymath e* 1 reference(s) A v

And if we get no errors, we can now deploy the contact to our blockchain. For this we now
select the Deployment tab, and then for the Environment we select “Web3 Provider”. It should
then pick up the first account address:
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% maths.sol X

NEDI NV 2. DIIN TDARICAFTI'\RIQ [=]
JavaScript VM (London)
JavaScript VM (Berlin)
Injected Web3

v Web3 Provider

Custom (5777) network

0x2bF..573Bd (99.98785¢

3000000 2]

B Wwe o 35C22FA0715B22CFO8c3D49Ab1F

o : ¢ A
mymath - maths.sol i L c039C1ab87F788933139b33dE37
Deploy

aE8b072C15B70dBba77aaE@F853

5cA13bC77CeBe9A602068005b7F

We should be all good to now deploy by clicking on the “Deploy” button, and Remix should
give us a message that it has deployed the contract successfully.

TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT us
2 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING

HARDFORK NETWORK 10 RPC SERVER MINING STATUS

TR CONTRACT CREATION
0x63748f08e4a321190a4c8ff55cObbb6a5bc114d438b378bec999eccla8caas8b

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x2bFIADIEBO2FD422697f157a4208e6909d65738d 0xD609c013805e82A73B1162f1A36D3bbe0B51b287 303531 0

L i CONTRACT CREATION
Oxe74269e9deec31ebbd0db1743ef1e692b5972940a7fc244ef41bc789d3e4e56¢C

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x2bFIADIEBO2FD422697157a4208e6909d65738d 0x0533760de4f908B2019c037b47FBA7EFba3caaAD 303531 )

Once we deploy our contact, we can use Remix to test it. In the following we see we can test
the add() method for the contact, and add 5 and 3, with a result of 8:
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Deployed Contracts

sub(uint-a, ‘uint-b) publig
as—=b;

'

adAl . - hY nuh1a

ContractDefinition mymath e®» 1 reference(s) A

© o0 listen on network Q
to: mymath.add(uint256,uint256)
data: 0x771...00003

Test the other functions, and check that they work.

C Hashing

Open Zeppelin is open-source Solidity library that supports a wide range of functions that
integrate into smart contracts in Ethereum. In the following we will implement a number of
standard hashing methods, alongside a Base64 integration from Open Zeppelin:

pragma solidity 70.8.0;
import "@openzeppelin/contracts/utils/Base64.sol";
import "@openzeppelin/contracts/utils/Strings.sol";

contract Hashit {

function getKeccak256 (string memory str) public pure returns (bytes32) {
return keccak256 (abi.encodePacked(str));

}

function getSha256 (string memory str) public pure returns (bytes32) {
return sha256 (abi.encodePacked (str));

}

function getBase64 (string memory str) public pure returns(string
memory) {
return Baseo64.encode (abi.encodePacked (str));

}

function getStringHex (uint256 str) public pure returns(string memory) {
return Strings.toHexString(str);

}

function getString(uint256 str) public pure returns(string memory) {

return Strings.toString(str);

}

With this, we get a number of solidity code integrations that enhance smart contracts:
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The integration is fairly simple, and where we just pick the required solidity file integration
(after reviewing it, of course). In the following we integrate with Base64 and Strings:

import "@openzeppelin/contracts/utils/Base64.sol";
import "@openzeppelin/contracts/utils/Strings.sol";

There are certain standard hash functions that integrate into Solidity. These include
keccak256() and sha256():

function getKeccak256 (string memory str) public pure returns (bytes32) {
return keccak256 (abi.encodePacked(str)) ;

}

function getSha256 (string memory str) public pure returns (bytes32) {
return sha256 (abi.encodePacked(str));

}

We can then create our smart contract in Remix, and compile the contract:

.‘ Remix - Ethereum IDE  x [ES
c

C O A& remix.ethereum.org/#optimize=Ffalse&runs=200&evmVersion=null&version=soljson-v0.8.7+commit.e28d0C ¥ @ =

SOLIDITY COMPILER

& Compile hash.sol

Compile

Now we can start our local blockchain with Ganache:

P
( %) ACCOUNTS
\&

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK 1D RPC SERVER MINING STATUS WORKSPACE
0 20000000000 6721975 MUIRGLACIER s177 HTTP://127.0.0.1:8545 AUTOMINING QUICKSTART

MNEMONIC HD PATH

lab pet sea catch energy spirit thing pencil extend install good exhibit m/44'/60'/0'/06/account_index

ADDRESS BALANCE TX COUNT INDEX
0x83EB099e181BefB0O4886bESEO16Fe53E382Fcf22  100.00 ETH 0 0 &
ADDRESS BALANCE TX COUNT INDEX &
Ox17Ff56A94Be4814D855Ff71CB11B48d80AC2851B  100.00 ETH ] 1

ADDRESS BALANCE TX COUNT INDEX
0x90D129f6915159e1305cF86CB262fc89d61Cac29 100.00 ETH 0 2 &
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And then deploy our smart contact:

DEPLOY & RUN TRANSACTIONS & LR

~0.8.0;

Web3 Provider

Custom (5777) network

0x83E...Fcf22 (99.982534

3000000 El

Hashit - hashing.sol

Deploy

At Address

JCTHOTE 0000000000 6721975  MURGLACIER 5777 HTTPJ/127.0.0.18545  AUTOMINING QUICKSTART

MNEMONIC HD PATH

lab pet sea catch energy spirit thing pencil extend install good exhibit m/44'/60'/0'/0/account_index
ADDRESS BALANCE TX COUNT INDEX
0x83EB099e181BefBO4886bESEO16Fe53E382Fcf22 99.98 ETH 1 0 J
ADDRESS BALANCE TX COUNT INDEX J
Ox17Ff56A94Be4814D855Ff71CB11B48d80AC2851B 100.00 ETH 0 1

ADDRESS BALANCE TX COUNT INDEX &
0x90D129f6915159e1305cF86CB262fc89d61Cac29 100.00 ETH 0 2

And then we see we have a contract:

CURRENT GAS PRICE GAS LIMIT HARDFORK NETWC RPC SERVER MINING STAT

20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:8545 AUTOMINING QUICKSTART

ok TX 0xal868f126f0d89da617fcd90b642b80bee792fdda9d028ba4s8af3celc5bf9398
SENDER ADDRESS CREATED CONTRACT ADDRESS

0x83EB099e181BefB04886bE9EO16Fe53E382Fcf22 0x2aFBAe9793EFc902fA84619a42138D8f6772E1D7

VALUE GAS USED GAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 873251 20000000000 873251 1

TX DATA

0x608060405234801561001057600080fd5b50610ee5806100206000396000f3fe608060405234801561001057600080fd5b50600436106100565760003560e01c8062f86ac
71461005b5780634dfb0dB821461008b5780636a284a13146100bb578063817f552f146100eb578063b7c763b51461011b575b600080fd5b61007560048036038101906100760
9190610896565b61014b565b6040516100829190610a07565b60405180910390f35b6100a560048036038101906100209190610896565b61017b565b6040516100b29190610
a07565b60405180910390f35b6100d560048036038101906100d091966108df565b6101f3565b604051610029190610a22565b60405180910390f35b610105600480360381
019606101009190610896565b610205565b6040516101129190610a22565b60405180910390f35b610135600480360381019061013091906108df565b610236565b604051610
1429190610a22565b604051860910396f35b6000816046516020016101591906109f0565b604051602081830303815290604052805190602001209050919050565b60006002
8260405160200161019091906109f0565b6040516020818303038152906040526040516101ac91906109d9565b602060405180830381855afa1580156101¢9573d6000803e3
d6000fd5b5050506040513d601f19601f820116820180604052508101906101ec9190610869565b9050919050565b60606101fe82610248565b9050919050565b606061022f
8260405160200161021b91906109f0565b6040516020818303038152906040526102ce565b90509196050565b606061024182610432565b9050919050565b606060008214156
10290576040518060400160405280600481526020017f3078303 000 000000 0081525090506102¢c9565b6000829050
60005b600082146102ba5780806102ab96610cbd565b915050600882901c9150610298565b6102c48482610593565b925050505b919050565b60606000825114156102f1576
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Now we can go ahead and test the contract:

% hashing.sol

DEPLOY & RUN TRANSACTIONS
ty 70.8.0;
"@openzeppelin/co

Deployed Contracts "@openzeppelin/co

m
v HASHIT AT 0X2AF..2E1D7 (BLOCK: M - .
HASHIT AT C E1D7 (BLOCKC [L] contract Hashit {

=

on getKeccak25
getBase64

1 getSha256(s
(

0: string: aG unctior getBase64( >
Base64.en

getKeccak256

)n getStringHe
Strings.t

on getString(u

c+ o

listen on network

A - i - - -

to: Hashit.getKeccak256 (

getSha256

In this case we see that the Base64 string for “hello” is “aGVsbG8=", and that the Keccak-
256 hash for “hello” is
“0x1c8aff950685c2ed4bc317413472287b56d9517b9¢948127319a09a7a36deac8”. You can
test this here:

Next Generation Crypto 8


https://asecuritysite.com/hash/s3?m=hello
https://camo.githubusercontent.com/1ee0dc923be7b2b72c0036eec6c070f24bdd9929702580453d4107afc40e5446/68747470733a2f2f617365637572697479736974652e636f6d2f7075626c69632f65737461746534392e706e67

Input word: hello

Word: SHA-3 224 bit: b87f88c72702fff1748e58b87e9141a42c0dbedc29a78cb0d4aScd8l

hello SHA-3 256 bit: 3338be694f50c5f338814986cdf0686453a888b84f424d792af4b92023981392
SHA-3 384 bit: 720aeall019ef06440fbf05d87aa24680a2153df3907b23631e7177ce620fal1330ff07c0fddee54699a4c3eelee9d887
SHA-3 512 bit:
75d527c368f2efe848ecf6b073a36767800805e%eef2b1857d5f984036eb6df891d75f72d9b154518c1cd58835286d1da9a38deba3de98b5a
53e5ed78a84976

Determine

« word="abc' Try!
« word="The quick

% keccak 224 bit: 45524ec454bcc7d4b8f74350c4a4e62809fcb49bc29df62e61b69fad
brown fox jumps over

the lazy dog" Try! keccak 256 bit: 1cB8aff950685c2ed4bc3174f3472287b56d9517b9c948127319a09a7a36deacs

= word='yabcdgb Y keccak 384 bit: dcef6fb7908fd52ba26aaba75121526abbf1217f1c0a31024652d134d3e32fb4cd8e9c703b8f43e7277b59a5¢cd402175
mnopnopq' T”./.ll keccak 512 bit:

« word='abcdefghbcd ... 52fa80662e64c128f8389c9eabc73d4c02368004bf4463491900d11aaadca39d47de1b01361f207c512cfa79f0f92c3395c67ff7928e3f5ce3
pgrstu’ Try! e3c852b392f976

And here for Base64:
ASCII Hex
hello 68656C6CHF

Base-64 Binary

aGVsbG8= 01101000 01100101 01101100 01101100 01101111

ﬁ — — *' —

Now go ahead and test each of the functions, and prove that they work.

D Light-weight crypto

D.1  In many operations within public key methods we use the exponential operation:
g* (mod p)

If we compute the value of g* and then perform a (mod p) it is a very costly operation in
terms of CPU as the value of g* will be large. A more efficient method it use
Montgomery reduction and use pow(g,x,p).

1m§ort random

g:

x= random.randint(2, 100)
n=997

resl = g**x % n

res2= pow(g,x, n)

print resl

print res2

Now add some code to determine the time taken to perform each of the two operations,
and compare them:
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Can you now put each of the methods into a loop, and perform each calculation 1,000
times?

Now measure the times taken. What do you observe?

Now increase the range for x (so that it is relatively large) and make n a large prime
number. What do you observe from the performance:

D.2 Normally light-weight crypto has to be fast and efficient. The XTEA method is one of
the fastest around. Some standard open source code in Node.js is (use npm install
xtea):

var xtea = require('xtea');

var plaintext = new Buffer('ABCDEFGH', 'utf8');
var key = new Buffer('0123456789ABCDEF0123456789ABCDEF', 'hex');
var ciphertext = xtea.encrypt( plaintext, key );

console.log('Cipher:\t'+ ciphertext.toString('hex"') );
console.log('Decipher:\t'+ xtea.decrypt( ciphertext, key ).toString() );

A sample run is:

Cipher:52deb267335dd52a49837931c233cea8
Decipher: ABCDEFGH

What is the block and key size of XTEA?

Can you add some code to measure the time taken for 1,000 encryptions?

Can you estimate the number for encryption keys that could be tried per second on
your system?

If possible, run the code on another machine, and estimate the rate of encryption keys
that can be used per second:

D.3 RC4 is a stream cipher created by Ron Rivest and has a variable key length. Run the
following Python code and test it:
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import sys
def KSA(key):
keylength = len(key)

S = Tist(range(256))
j=
for n range(256):

0
i
j = (5 + s[i] + key[i % keylengthl) % 256
S[il, s[j]l = s[jl, s[i]l # swap

def PRGA(S):

G+ 1) %256
(G + s[il) % 256

sCil, s[jl = s[jl, s[il # swap

K = S[(s[i] + s[j1) % 256]
yield K

def RC4(key):
S = KSA(key)

=
>
.
—
=D
[ |
=
<
m

return PRGA(S)

key="0102030405"
plaintext = 'Hello'

if (len(sys.argv)>1):
plaintext=str(sys.argv[1])

if (len(sys.argv)>2):
key=str(sys.argv[2])

key = bytes.fromhex(key)

keystream = RC4(key)
print ("Keystream:\t", end='")
for i in range (0,15):
print (hex(next(keystream))[2:],end="'")

print ("\nPlaintext:\t",plaintext)
print ("Cipher:\t\t",end="")
keystream = RC4(key)

for c in plaintext:
sys.stdout.write("%02x" % (ord(c) A next(keystream)))

print ("\n\nS-box: ",KSA(key))

Now go to https://tools.ietf.org/html/rfc6229 and test a few key generation values and
see if you get the same key stream.

Tests:

Key: 0102030405 Key stream (first six bytes):

Key: Key stream (first six bytes):
Key: Key stream (first six bytes):
Key: Key stream (first six bytes):

How does the Python code produce a key stream length which matches the input data
stream:
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Can you test the code by decrypting the cipher stream (note: you just use the same code,
and do the same operation again)?

RC4 uses an s-Box. Can you find a way to print out the S-box values for a key of
010203040577

What are the main advantages of having a variable key size and having a stream cipher
in light-weight cryptography?

E Zero-knowledge proof (ZKP)

E.4 With ZKP, Alice can prove that he still knows something to Bob, without revealing her
secret. At the basis of many methods is the Fiat-Shamir method:

Ref: https://asecuritysite.com/encryption/fiat

The following code implements some basic code for Fiat-Shamir, can you prove that for a
number of values of x, that Alice will always be able to prove that she knows x.

X: Proved: Y/N
X: Proved: Y/N
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X: Proved: Y/N
X: Proved: Y/N

The value of n is a prime number. Now increase the value of n, and determine the effect that
this has on the time taken to compute the proof:

import sys
import random

n=97
9= 5
random.randint(1,5)

random.randint(n//2,n)
random.randint(1,5)

N < X
mnnn

y= pow(g,x, n)
t = pow(g,v,n)
r=(C-c*x)

print r
if (r<0): r=-r

Result = ( pow(g,r,n)) * (pow(y,c,n)) % n

print 'x=',x
print 'c=',c
print 'v=',v
print 'P=',n

print 'G=',g
print [pe—
print 't=',t

print 'r=',Result
if (t==Result):

print 'Alice has proven she knows x'
else:

print 'Alice has not proven she knows x'

E.5 We can now expand this method by creating a password, and then making this the
secret. Copy and run the code here:

https://asecuritysite.com/encryption/fiat2

Now test the code with different passwords:

How does the password get converting into a form which can be used in the Fiat-Shamir
method?

E.6 The Diffie-Hellman method can be used to perform a zero-knowledge proof
implementation. Copy the code from the following link and verify that it works:

https://asecuritysite.com/encryption/diffiez
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